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Abstract— Tools for selective proactive as well as
reactive information retrieval and knowledge dis-
covery constitute some of the key enabling tech-
nologies for managing the data overload and trans-
lating recent advances in automated data acquisi-
tion, digital storage, computers and communica-
tions into fundamental advances in decision sup-
port, scientific discovery and related applications.
This paper describes an implementation of intelli-
gent, customizable mobile software agents for infor-
mation retrieval and knowledge discovery from dis-
tributed data sources. These tools are part of the
Distributed Knowledge Network (DKN) toolbox that is
being developed at the Iowa State University’s Ar-
tificial Intelligence Laboratory. Experiments with
retrieval of journal paper abstracts demonstrate
the feasibility of using machine learning to design
mobile intelligent agents for customized informa-
tion retrieval. A similar approach has been success-
fully employed for knowledge discovery (using ma-
chine learning) from distributed data collections.

I. INTRODUCTION

Recent advances in high throughput data ac-
quisition technologies, digital storage technologies,
computers and communications have made it pos-
sible to gather and store scientific (e.g., genome
data), business, and military data (e.g., intelli-
gence data) in electronic form in databases and
computerized information systems. In order to
translate the advances in our ability to acquire
and store data in increasing volumes and at in-
creasing rates into gains in our understanding of
the respective domains and new capabilities for
effective decision-making, sophisticated tools are
needed for information retrieval, knowledge dis-
covery, and decision support [1].

Several applications (e.g. military command
and control, law enforcement, scientific discov-
ery), require the use of multiple, geographically
distributed, heterogeneous data and knowledge
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sources (e.g., sensors, satellites, intelligence re-
ports, etc.). This calls for the use of informa-
tion assistants or software agents for intelligent,
selective, and context-sensitive data gathering and
data assimilation prior to large scale data analysis.
Such tools have to monitor different data sources
and route the appropriate information selectively
to relevant sites or specific users. Since the infor-
mation of interest is user and context-dependent,
such tools have to be customizable to specific users
and information contexts.

Given the large volumes of data that are in-
volved, it is desirable to perform as much analysis
as feasible at the sites where the data is located
and transmit only the results of analysis rather
than flooding the network with data. This calls for
the use of mobile software agents that can trans-
port themselves to appropriate sites, carry out the
computation on site, and return with useful re-
sults.

Intelligent agents, mobile agents, and multi-
agent systems provide an attractive approach
to the design of distributed knowledge network
(DKN) tools for information retrieval, information
extraction, information assimilation, and knowl-
edge discovery using heterogeneous, distributed
data and knowledge sources. (See [1] for an
overview of distributed knowledge networks).

This paper focuses primarily on the design and
implementation of customizable intelligent mobile
agents for document retrieval from distributed
document collections. We have applied a simi-
lar approach to perform knowledge discovery using
machine learning algorithms from distributed data
and knowledge sources.

The rest of the paper is organized as follows:
Section II introduces mobile agents and briefly de-
scribes the mobile agent infrastructure that was
used in our implementation. Section III describes
our approach to customized information retrieval
and summarizes the results of some of our experi-



ments with the system. Section IV concludes with
a summary and discussion of some directions for
future research.

II. MOBILE AGENTS

Mobile agent technology [2], [3], [4], facilitated
by recent advances in computers, communications,
and artificial intelligence, provides an attractive
framework for the design and implementation of
communicating applications in general [4], [5], and
distributed knowledge networks in particular [1].
A mobile agent can be defined as a named object
which contains code, persistent state, data and a
set of attributes (e.g., movement history, authen-
tication keys) [2], [3], [4] and can move about or
transport itself from one host to another as needed
for accomplishing its tasks. Mobile agents pro-
vide a potentially efficient framework for perform-
ing computation in a distributed fashion at sites
where the relevant data is available instead of ex-
pensive shipping of large volumes of data across
the network. They provide an attractive paradigm
for design and implementation of scalable, flexi-
ble, and extensible systems for selective informa-
tion retrieval and knowledge discovery from mul-
tiple, geographically distributed, heterogeneous,
data sources.

Mobile agent infrastructures support the cre-
ation, deployment, and management of mobile
software agents. There is considerable ongoing re-
search on such infrastructures [4], [6], [7], [8]. Most
of these efforts share a similar architecture consist-
ing of at least three components: agent servers,
agent interface, and agent brokers (service direc-
tory). Agent servers support basic agent migra-
tion mechanisms, authentication, and sometimes
provide other services. Agent brokers provide ad-
dresses of agent servers and support mechanisms
for uniquely naming agents and agent servers. The
agent interface is used by application programs to
create and interact with agents. The different mo-
bile agent infrastructures differ from each other in
terms of detailed implementation (e.g., choice of
agent transport mechanism, agent programming
languages, etc.). Recently, a set of standards
for Mobile Agent System Interoperability Facili-
ties (MAF) [9] has been proposed by a consortium
of several companies and research groups includ-
ing the GMD FOKUS and IBM. MAF standard-
izes several key aspects of mobile agent infrastruc-
ture including: agent management, agent trans-
fer, agent and agent system names, agent system
types, and location (address) syntax. This will
facilitate interoperability among different mobile

agent systems that are based on different architec-
ture, design, and implementation choices. (See [7]
for a discussion of an MAF-compliant Java-based
implementation of a mobile agent infrastructure).

For the experiments described in this paper, we
used ObjectSpace’s Voyager [8] mobile agent in-
frastructure. Voyager is implemented entirely in
Java and uses the Java language object model.
Voyager allows regular message syntax to construct
remote objects, send them messages and move
them between programs. The Voyager Object Re-
quest Broker (ORB) provides services for mobile
objects and autonomous agents. It also provides
services for persistence, scalable group communi-
cation, and basic directory services.

An attractive feature of Voyager is that it seam-
lessly integrates distributed computing with agent
technology. An agent in the Voyager system is
a special kind of object that can move indepen-
dently, can continue to execute as it moves, and
otherwise behaves like any other Java object. Voy-
ager enables objects and other agents to send stan-
dard Java messages to an agent even as the agent is
moving. In addition, Voyager allows us to remote-
enable any Java class, even a third party library
class, without the need to modify the class source.
(See [8] for further details of the Voyager platform).

I1I1I. CUSTOMIZABLE INFORMATION RETRIEVAL
AGENTS

A primary focus of this paper is on the design
of customizable agents for information retrieval
from distributed data sources. We illustrate our
approach to this problem using the customized
document retrieval task. However, the proposed
approach can be easily adapted to handle a wide
range of selective information retrieval tasks (e.g.,
image retrieval, DNA sequence retrieval, etc.).

The recent proliferation of computers and com-
munication networks has made it possible for sci-
entists, decision makers, etc. to be able to access
a wide variety of geographically distributed infor-
mation sources. However, effective use of these in-
formation sources (e.g., documents, articles, elec-
tronic mail messages, news, and the like) requires
fairly sophisticated tools for locating, classifying,
and retrieving only those items that are of interest
to a given user of a group of users. For instance, a
researcher might be interested in selectively ob-
taining recently published papers related to his
or her research from diverse sources. Similarly,
an individual might be interested in selectively re-
trieving and reading news articles on topics that
interest him or her. A military intelligence analyst



might similarly benefit from being made aware of
reports that might be relevant in specific decision-
making contexts. All of these tasks present us with
the task of classifying data (e.g., documents) and
selectively retrieving the items of interest. This
is just one of many similar tasks that need to be
automated in order for people to be able to make
effective use of the emerging computing, commu-
nications, and information infrastructure.

Document retrieval has been the subject of
study for several decades [10]. However, work
on personalized document retrieval agents is rel-
atively new. Some examples include WebWatcher
[11], Personal WebWatcher [12], Fab [13], [14] which
learn user interests using user feedback and rec-
ommend/prefetch web pages; and software agents
for mail handling and electronic news filtering
[15], and software agents for classifying journal ab-
stracts and news articles [16].

A. Design of Customizable Document Classifiers

Classification of documents necessarily has to
involve some analysis of the contents of a docu-
ment. In the absence of a satisfactory solution
to the natural language understanding problem,
most current approaches to document retrieval use
a bag of words representation of documents [17],
[18]. A document is represented as a vector of
weights for terms (or words) from a wvocabulary.
Although a variety of approaches can be used to
design document classifiers using the bag of words
representation, to keep the discussion focused, we
restrict ourselves to a relatively simple yet effective
approach based on the TFIDF (term frequency -
inverse document frequency) classifier [17], [18].

The TFIDF approach to document classification
works as follows: Let V be the vocabulary used.
Let d be a document. The document is processed
using stemming and stopping procedures [17], [18]
to obtain a bag of words for document d. Let w;
be the ith word in the vocabulary V. The term
frequency of w;, TF(w;, d), is the number of times
w; occurs in d. The document frequency of w;,
DF(w;), is the number of documents in which w;
occurs at least once. The inverse document fre-
quency of w;, IDF (w;), is defined as IDF(w;) =

log(DJC,I()Ll)), where |D| is the total number of doc-

uments. Then, the term frequency — inverse doc-
ument frequency of w;, TFIDF(w;,d) is given by
TF(w;,d) - IDF(w;) [17], [18]. The vector rep-
resentation d of a document d is given by d =
[TFIDF(wl, d) TFIDF(wa,d) ---TFIDF(w)y,

A TFIDF document classifier is constructed as
follows: Let C be a collection of document classes

of interest. A prototype vector ¢ is generated for
each class ¢ € C as follows:

c= E d
dec

A document n to be classified is assigned to the
class whose prototype is the closest to it (as mea-
sured by some suitable distance function). The
cosine function is a commonly used distance mea-
sure. Thus, the classification of n is given by

argmax cos(it, ©)

—

n-c
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A simple version of the document classification
task is to classify documents into two categories:
interesting or uninteresting. This is accomplished
by training a document classifier (i.e., constructing

the class prototypes) using a set of pre-classified
documents.

= arg max
ceC

B. Erperiments

The TFIDF classifier is incorporated into mo-
bile agents on the Voyager mobile agent platform.
First, a mobile agent is generated for searching
and retrieving a set of documents from a remote
site that matches with the query given by the
The query is used to retrieve documents
that match the query. The agent is shipped to the
remote site; and the agent retrieves matching doc-
uments and sends them to the local site. Then the
agent dies. The user then classifies the retrieved
documents as interesting or not interesting. This
provides a dataset for training the document clas-
sification and retrieval agent using the approach
outlined above. Then, a TFIDF based document
classification and retrieval agent is designed using
the training data and the resulting agent is sent to
a remote site to retrieve relevant documents. Rel-
evant documents are determined by the classifier
at the remote site and returned to the local site.
Then the agent dies.

We experimented with the use of customizable
information retrieval agents on a number of doc-
ument classification and retrieval tasks including
the classification of news articles and journal ab-
stracts. The interested reader is referred to [16]
for a detailed of the experiments and the results.
A trainable agent is initially provided with a query
that results in the retrieval of a collection of docu-

user.

ments which are then used to customize the behav-
ior of the agent using the classification provided by



the user. Once the classifier is constructed, it is
used by mobile agents to selectively retrieve docu-
ments from remote collections. It was found that
the TFIDF based approach to the design of cus-
tomized information retrieval agents worked quite
well (in most cases, assigning correct classification
in close to or exceeding 90% of the documents that
were not used for training the classifier).

Instead of downloading all documents from the
distributed databases, the agents worked on the
remote databases, retrieved only a subset of rele-
vant documents and sent them to the local site
thereby minimizing the duration of the expen-
sive network connection. In our experiments, the
amount of data transferred in the mobile agents
(the classifier and the relevant information) was
much less than that in a conventional system (the
entire data). The savings of network connection in
mobile agents will be even greater for very large
data.

Systematic experiments with distributed data
sources, under a variety of network conditions and
data source characteristics (e.g., percentage of rel-
evant documents) are in progress.

IV. SUMMARY AND DISCUSSION

Intelligent mobile agents offer an attractive
paradigm for the design of modular, flexible,
robust, scalable, and adaptive information sys-
tems for a variety of applications, including cus-
tomized information retrieval. Machine learning
appears to be the most practical approach to de-
signing customizable software agents. This pa-
per has presented the design of mobile agents
for customized document classification and re-
trieval using the commercially available Voyager
mobile agent infrastructure. The experiments re-
ported here demonstrate the effectiveness of ma-
chine learning as a viable and practical approach
to the design of such agents.

Mobile agents offer a significant performance
advantage over conventional remote procedure
calls when we deal with very large remote data
collections only a small fraction of which is of in-
terest to the user. We have also used mobile agents
to perform knowledge discovery by applying ma-
chine learning algorithms on distributed remote
data collections.

Some interesting and promising directions for
further research include: design and implementa-
tion of multi-agent systems in which agents col-
laborate in retrieving and analyzing data from dis-
tributed data and knowledge sources and provide
decision support services in complex real world ap-

plications; systematic studies to explore the rela-
tive performance advantages and disadvantages of
alternative designs and implementations of such
systems (including the mix of mobile and static
agents); design of customizable information re-
trieval agents for a broad range of semi-structured
and unstructured data sources e.g., genome data,
image data, etc.
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